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Privacy is fundamentally about the power of the individual. In many ways, the story of
technology’s attack on privacy is really the story of how institutions and the people who run them
use technology to gain control over the human spirit, for good and ill. That’s because technology
by itself doesn’t violate our privacy or anything else: it’s the people using this technology and the
policies they carry out that create violations.

Many people today say that in order to enjoy the benefits of modern society, we must
necessarily relinquish some degree of privacy. If we want the convenience of paying for a meal
by credit card, or paying for a toll with an electronic tag mounted on our rear view mirror, then we
must accept the routine collection of our purchases and driving habits in a large database over
which we have no control. It’s a simple bargain, albeit a Faustian* one.

I think this tradeoff is both unnecessary and wrong. It reminds me of another crisis our
society faced back in the 1950s and 1960s—the environmental crisis. Then, advocates of big
business said that poisoned rivers and lakes were thé necessary costs of economic development,
jobs, and an improved standard of living. Poison was progress: anybody who argued otherwise
simply didn’t understand the fﬁcts.

Today we know better. Today we know that sustainable economic development depends on
preserving the environment. Indeed, preserving the environment is a prerequisite to the
survivability of the human race. Without clean air to breathe and clean water to drink, we will all

surely die.  Similarly, in order to reap the benefits of technology, it is more important than ever for

us to use technology to protect personal freedom.

Hi8f: Simson Garfinkel, Database Nation (O'Reilly Media, Inc., First Paperback Edition, 2001)
*Faustian: 7 7 7 A haY7Z2
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