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Resource—Aware Security for [oT and Ubiquitous Computing

We aim at realizing a resource—aware approach to secure communication between loT nodes by implementing
lightweight cryptography utilizing the eTRON architecture, mobilizing a delegation service for computation—intensive
cryptographic tasks, and developing a coherent set of APIs for application development.

Context—Aware Security for Ubiquitous Computing

In this research, with a view to exploring the relationship between access control and context—awareness in
ubiquitous computing, we proposed a comprehensive context—aware access control model for ubiquitous healthcare
services, building on discretionary access control (DAC) and role—based access control (RBAC) models. Taking a
holistic view on access control, we effectively address its all four constituent steps of identification, authentication,
authorization, and access decision. The eTRON architecture is used for authentication and implementing the
DAC-based delegation of access—control rights, while for the authorization and access decision steps, we used the
RBAC model and implemented context verification on top of it.

Electronic Commerce Security

We developed a secure and flexible e—ticket system. At the core of our system lies the tamper—resistant e TRON chip
which is equipped with functions for mutual authentication, encrypted communication and strong access control
mechanism. The IC chip supports dual-interface in a single card that is compliant with ISO/IEC 7816 and ISO/IEC
14443 for contact and contactless interfaces respectively. The experimental evaluation and comparison with other
existing systems showed promising results with respect to performance issues and security requirements.
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