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1. Introduction

1.1 Unprecedented chal lenges of hybrid tradeoffs

Surrounded by the unprecedented uncertainty
due to the ongoing coronavirus disease
(COVID-19) crisis, digitalization of conventional
paper-based processes has been accelerated,
thus inducing a wider range of digital
transformations in how we communicate, work,
and live our daily lives. This raises concerns
about some recent trends in global data
governance, where flow of data and information
is increasingly mediated and controlled by a
limited number of multi-country private platform
operators and technology companies, and so-
called “black-box” algorithmic decision-making
systems are gradually implemented for practical
usesl.

While there are pros and cons to tougher

1.2 CGelebrating the 100t issue of the journal

To celebrate the 100" issue of the Journal of
Information Studies, whose first issue was
published in 1952, this article honors a founding

frontier spirit of this journal in responding to

regulations on platforms and algorithms, it is
extremely difficult for an individual end-user
and even for a sovereign state to have a clear
overview of what is going on in today's globally
connected societies.

How can we know, assess, and verify the
unprecedented benefits and risks brought by
innovative cyber-physical hybrid technologies,
and make laws to meet new challenges in
balancing tradeoffs especially relating to civil
rights and liberties such as free speech, privacy,
data protection, national security, and secret
surveillance? What lessons, if any, can be drawn
from the Japanese experience from a

comparative law perspective?

new challenges emerging with the latest
technologies of the time?
This article aims to clarify a strand of

intriguing recent phenomena in global data
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governance, which might be broadly conceived
as the rise of “global information law”. It
investigates the global reach of domestic and
regional laws that govern transborder flows of
data and information. It proceeds with the
following four steps.

First, this article starts with terminology of
key terms, in particular, “information”, which
has a connotation of a dynamic “flow” or
circulation and underlies the conceptualization
of “information law” in Japan in response to the
so-called “informatization” of society roughly
since the 1960s (Section 2).

Second, it reviews some cases of power
struggles relating to transborder data flows,
privacy, data protection, national security, and
online intermediaries and platforms from
comparative perspectives on laws of the United
States (US), of the European Union (EU), and of

Japan.

These cases highlight the increasing role of
online intermediaries and platforms in US
government secret surveillance, and concomitant
EU judicial and legislative moves to extend the
global reach of laws relating to privacy and data
protection beyond borders (Section 3).

Third, this article points out another line of
recent legislative proposals pertaining to such
global reach of the EU laws, which lean toward
a more expanding scope of platform regulations,
and also takes up “black box” issues of
algorithmic decision-making systems in the
public sector (Section 4).

Fourth and lastly, it concludes by discussing
the potential global reach of Japanese information
law as a way of illuminating what we value
beyond borders today and tomorrow - a matter
requiring further investigation in today’s globally

connected societies (Section 5).

2. Terminology of Information, Data, and Knowledge

Let us take a brief look at key terms.
“Information”, “data”, and “knowledge” are not
always interchangeable terms. “Data” seems to
have gained a wide symbolic use in the context
of digital technologies including machine
learning and deep learning of artificial
intelligence (AI) during the last decade, being a
vital raw resource to fuel innovation and the
digital economy®. For example, “data” is said to

be one of the “the main elements that compose
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AT", together with “algorithms”, and “[wlithout
data, the development of Al and other digital
applications is not possible”™.

“Information” is typically contrasted with
something tangible or physical, but it has been
conferred a deeper and richer meaning in Japan.
For example, while information is frequently
perceived as “equivalent to a mere fragment of
‘data””, it can also be understood as one of the

“foundational concepts in the Universe” like
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“materiality” and “energy.”

Furthermore,  “information” has  been
conceived in socio-historical analysis in Japan to
be closely associated with the aspect of military
“intelligence” during the 1920s and 30s. Later,
in the 1960s, its principle area of application
shifted from the military to the economy, when
people became aware of numerous social
changes triggered by the advancement of
computing and communication technologies, a
collectively  known the

phenomenon as

3. The Rise of Platform Powers and

Since the global proliferation of Internet use,
there have been constant power struggles
across national borders over who governs,
controls and owns information, data, knowledge,
and any new intangible form of values.

Yet, as online intermediaries or platform

3.1

Particularly since the revelations by Edward
Snowden in 2013°, individual Internet users
around the globe who depend upon US-based
online services have become alarmed about how
far the US National Security Agency (NSA)
could go to access bulk telephone meta data and
Internet content within and outside the country,
how significant a role telecommunication
carriers and Internet service providers could

play in cooperation with the NSA, and how

difficult it is to establish standing to challenge

The Rise of “Global Information Law” : Centennial Perspectives on the Conceptualization of Japanese Information Law

the

“informatization” [Joho-ka in Japanese] of society
or “information society ®. It is noteworthy that
information is essentially conceived as a dynamic
“flow” or circulation, whereas knowledge is
rather generally understood as something
capable of accumulation or storage, as a static
This article uses these terms with

which

“stock.

such  connotations, underly  the
conceptualization of Japanese ‘information law”,

as referred later in Section 5.

Global Reach of EU laws

services, such as search engines, social media,
and cloud hosting, have grown to be essential
societal infrastructure, a nascent ideal of laissez-
faire openness and the Internet's democratizing
effect have undergone changes, especially in the

context of clandestine intelligence surveillance®.

Foreign intelligence in corporation with online intermediaries

the constitutionality and statutory authorization
of certain intelligence-gathering practices by the
US government for national security reasons.
For instance, regarding the issue of whether
or not the NSA's bulk telephone metadata
program for virtually all U.S. citizens constitutes
an unreasonable ‘search” under the Fourth
Amendment of the US Constitution, the US
federal district court in Klayman v. Obama

courageously held that it does, whereas the

district court in ACLU v Clapper did not™.
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Nevertheless, the Klayman court flatly
refused to address the issue of the NSA's
“PRISM” program, which allegedly collected
Internet data content of targeted non-US
persons located outside the US, pursuant to
Section 702 of the Foreign Intelligence
Surveillance Act (FISA) of 1978. This is mainly
because the plaintiffs had not alleged sufficient
facts to satisfy their burden to establish standing
under the standard set by the US. Supreme
Court’'s decision in Clapper v. Amnesty

International USA on February 26, 2013

The same district court in Klayman v. NSA

revisited this issue on November 21, 2017, added
details in the reasoning, but eventually dismissed
the plaintiff's challenge to the PRISM program!2.

This inevitably ignited serious transnational
privacy concerns for the rest of the world
The US government subsequently introduced
legislative amendments, organizational reforms,
and strengthened commitments to transparency
principles in intelligence = communities'.
Nevertheless, more significant repercussions

came from the other side of the Atlantic, as

explained next.

3.1.1 The CJEU in Schrems I: The “essentially equivalent”

The Court of Justice of the European Union
(CJEU) handed down a landmark ruling in
Schrems I (C-362/14) in October 2015, which
invalidated the European Commission's Safe
Harbor Decision on transfers of personal data
from the EU to the US, pursuant to the
“adequacy’ requirement of Article 25 of the
then-effective Data Protection Directive 95/46/
EC.

The original proceeding of this case was
based on a complaint by a user of the Facebook
social network, who was an Austrian national
residing in his home country. This Facebook
user asked the Data Protection Commissioner to
prohibit Facebook Ireland from transferring his
personal data to Facebook Inc. located in the US,

claiming that the US did not ensure “adequate”
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protection of personal data against surveillance
activities by public authorities, with reference to
the Snowden revelations'.

In the reasoning, the CJEU took into
consideration particularly that US law permits
the public authorities to have “access on a
generalised basis to the content of electronic
communications”, without providing “for any
possibility for an individual to pursue legal
remedies” relating to access, rectification or
erasure of personal data. According to the
CJEU, the Commission must find that the US
ensures a level of protection of human rights
“essentially equivalent” to that guaranteed in
the EU legal order, but the said Commission

Decision failed to do so®.
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3.1.2 The CJEU in Schremes [/: Mandating a tough assessment job?

After the CJEU ruling in Schremes I, a
renegotiated framework of the EU-US transfers
of personal data, the European Commission's
Privacy Shield Decision, was declared invalid by
the CJEU in the Schremes II (C-311/18) case in
July 2020, whereas the validity of the Standard
Contractual Clauses (SCC) Decision was
maintained by adding up certain stricter
requirements!s.

In so doing, the CJEU avoided fatal practical
consequences on EU-US data transfers.
However, the CJEU still maintains that it is
“apparent” that Section 702 of the FISA does
not indicate “any limitations on the power it
confers to implement surveillance programmes
for the purposes of foreign intelligence or the
existence of guarantees for non-US persons
potentially targeted by those programmes’, and

the US Presidential directive issued in 2014 does

3.2 The Global Reach of EU Law: The GDPR and

not grant data subjects “actionable rights before
the courts against the US authorities”".

Regarding a data transfer pursuant to the
SCC, under Article 46(2)(c) of the General Data
Protection Regulation (GDPR) enforced in May
2018, the CJEU says that the controller or the
processor would be required to 'verify” on a
case-by-case basis whether “the law of the third
country of destination” ensures adequate
protection, and to provide “additional safeguards”
if necessary®.

It appears that the CJEU mandates a quite
tough assessment job for not only the European
Commission and the Member States, but also
the controllers around the world who transfer
personal data pursuant to the SCC to probe into
national security laws of the third countries of

destination around the globe®.

“Adequacy Decision”

3.2.1 The global scalability of EU data protection law

The CJEU rulings in the Schremes case is
pathbreaking for their global impact on
transborder data flows, but this was not the first
case. The CJEU ruling in Google Spain (C-
131/12) in May 2014 was a forerunner that
paved the way for a globally scalable reach of
data protection laws of the EU and of the

Member States.

This case is renowned for recognizing a right
to request the search engine operator to delist
certain search results or a so-called “right to be
forgotten”® under the then-effective EU Data
Protection Directive of 1995 (95/46/EC) and
relevant laws of the Member States, which was
later explicitly codified in Article 17 of the
GDPRZ%
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3.2.2 The CGJEU in Googl/e Spain under the Directive of 1995

Even under the Directive of 1995, the CJEU in
Google Spain had already indicated a striking
way of scaling up the territorial applicability of
the EU data protection law, through an
interpretation of a “controller” of the processing
of personal data.

According to the reasoning of the CJEU, the
operator of the search engine (ie, the

headquarters of Google, Inc. located in the US)

3.2.3 A less spatial “territorial” scope:

In comparison with Article 4(1)@@) of the
Directive 95/46/EC, Article 3(1) of the GDPR
delineates the territorial scope of application of
EU data protection law in a less spatial sense*.

For instance, Article 3(1) stipulates that the
GDPR applies to the processing of personal data
“in the context of the activities of an
establishment of a controller or a processor  in
the Union, as previously provided in the
Directive, with a newly added phrase:
“regardless of whether the processing takes

place in the Union or not".

must be regarded as the “controller” in respect
of the processing of personal data within the
meaning of Article of 2(d) of the Directive 95/46/
EC, and the activities of Google, Inc. and those of
Google Spain are "inextricably linked".
Therefore, Google Inc. would fall within the
scope of Article 4(1)(a) of the Directive and the

Member States local laws?,

Article 3 of the GDPR

Article 3(2) of the GDPR goes further to state
that a controller or a processor who is not even
“established in the Union” will be covered
under certain circumstances. The scope of such
coverage is said to be determined by the
following two-pronged approach: firstly, whether
the processing relates to personal data of “data
subjects who are in the Union”, and if so, then
secondly, whether the processing relates to “the
offering of goods or services’ or to “the
monitoring” of data subjects’ behavior in the

Union®.

3.2.4 The EU-Japan Adequacy Decision: An equal footing task for Japan?

Turning back to the issue of the CJEU's
requirement of an “adequate” level of protection
in the context of transborder data transfers,
pursuant to Article 45 of the “adequacy’
requirement of the EU GDPR, the European
Commission Decision with respect to Japanese

information privacy law was adopted in January
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2019. The Japanese government adopted
supplementary rules complementing the
relevant domestic law to ensure the same level
of protection as the EU law, applicable only to
personal data transferred “from” the EU%,

The EU-Japan Adequacy Decision after years

of negotiation was a relief for Japanese business
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operators in the private sector engaging in EU-
Japan trade. This illustrates another example of
the remarkably scalable reach of the EU data
protection law.

However, this created the slightly odd

situation, making those who reside in Japan

think about a resultant domestic consequence
brought about by an international agreement in
terms of an equal footing. It would be up to the
Japanese government to decide whether or not

additional domestic measures should be taken.

4.  The Next Agenda of EU Global Law and Algorithmic Systems

The previous section highlighted a set of
interrelated phenomena of rising global platform

powers and the concomitant global reach and

effects of the EU laws relating to privacy and

data protection.

4.1 Another global reach: A broader assessment on systemic risks in Article 26 of the

proposed DSA

Yet another set of legislative proposals
relating to digital intermediaries, platforms, and
marketplaces was released by the European
Commission: the Digital Services Act (DSA),
accompanied with the Digital Markets Act
(DMA), in December 20207. As to the risk-
based approach under Article 26 of the DSA,
“very large online platforms” would be
required to ‘identify, analyse and assess at
least once a year “any significant systemic risks
stemming from the functioning and use made of
their services in the Union”, including;

(a) the dissemination of “illegal content”
through their services,

(b) any negative effects for the exercise of the

fundamental rights to respect for “private and

family life, freedom of expression and
information, the prohibition of discrimination
and the right of the child”, and

(c) “intentional manipulation” of their service,
including by means of ‘inauthentic use or
automated exploitation” of the service, with an
actual or foreseeable negative effect on the
protection of “public health, minors, civic
discourse”, or actual or foreseeable effects
related to ‘“electoral processes and public
security .

That could be a strikingly encompassing
range of risk assessment, given that Article 1(3)
and Article 2(d) of this DSA proposal stipulate a
similar kind of less spatial scope of application,

like the GDPR mentioned above.
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4.2 Public-sector algorithmic systems and due process

In addition to global platform regulatory
issues, there is another point of concern on
related recent phenomena whereby algorithmic
decision-making systems procured from the
private sector is gradually expanding in the
decision-making of government and the public
sector, meeting demands for efficiency, evidence-
based practice, outsourcing, privatization, and
probably cost-cutting.

For instance, in the United States, there have

been relevant litigated cases over the prediction

of recidivism in criminal justice, and the
evaluation of teachers in public schools relating
to the termination of employment, raising
significant concerns in terms of due process®.
If such algorithmic systems were to be
implemented in the public sector in a way that
unduly restricted access by stakeholders,
possibly because of overly assertive private
vendors' trade secrets and proprietary
information protection, the algorithmic “black

box” problem® would be exacerbated.

4.3 The Dutch SyRI algorithm on welfare fraud detection and transparency

In this regard, another instructive case is the
Dutch district court of the Hague decision on
February 5, 2020 on legislation for the Dutch
government's use of the SyRI (System Risk
Indication) algorithm system to detect various
forms of fraud, including social benefit, allowance,
and tax fraud. The district court assessed
closely whether or not the current form of
legislation complied with Article 8 of the
European Convention on Human Rights (ECHR),
which protects the right to respect for private
and family life, home and correspondence, and
ruled that it did not.

In the reasoning, the court declared that the
risk model and risk indicators were “secret’,
and the application of SyRI was insufficiently
“transparent” and “verifiable”. The court also
mentioned that there is “a risk that SyRI

inadvertently creates links based on bias, such
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as a lower socio-economic status or an
immigration background”®.

This Dutch district court decision provides a
good illustration of how prominently the
principle of transparency stands out, in
combination with other principles, to assess the
balance between competing rights and interests,
in the case of an application of algorithmic
systems in the public sector.

Nevertheless, transparency obligations have a
persistent downside of being too instrumental
and burdensome for both regulators and
regulated with nominal values for remedy.
Even in the case of the EU GDPR, according to
the two-year assessment report, resource
problems for vigorous enforcement remain®.

Furthermore, besides the data protection
issues, the European Commission released the

legislative proposal of the Data Governance Act
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in November 2020, which facilitates “data
sharing” based on “data altruism”, particularly

relating to re-use of health data held by public

5. Conclusion

5.1 Centennial research collaborations

Lastly, coming back to this article’s mission to
celebrate the 100th issue of the Journal of
Information Studies, whose first issue was
focused on social science research in the areas
of mass communications, newspapers, and
journalism®. The title of the journal changed
twice until the current one was adopted,
accompanied by organizational reforms and a
broadening of the scope of interdisciplinary
research relating to information across the
humanities, social sciences, natural sciences and
technology studies at the University of Tokyo.

In honoring the founding frontier spirit of this
journal, this article has striven to identify
through a review of some recent cases a crude
but discernable strand of growing phenomena in
global data governance, which might be broadly
conceived as the rise of “global information law”.

It has investigated the global reach and effects

sector bodies. The proposed Act is said to be
compatible with existing laws of data protection,

intellectual property, and trade secrets®.

of domestic and regional laws that govern
transborder flows of data and information.
There have already been discussions on the
so-called “Brussels Effect”, which is the
“unilateral regulatory globalization” when a
single state is able to externalize its laws and
regulations outside its borders through market
mechanisms, resulting in the “globalization of
standards”, whose process is distinguishable
from international treaties among states®. Still,
in consideration of cases taken up in the previous
sections in this article, the global reach and
practical spillover effects of the EU data
protection laws are remarkable®. Given that
another series of EU legislative proposals
relating to data and information are yet to come,
such emerging new phenomena of global law

are worthy of attention and further investigation.

5.2 The global reach of public-sector access rights in Japan

With respect to Japanese law on information
privacy and access rights, and principles of
transparency and accountability in the public
sector, there has been a robust commitment in

Japanese administrative law for several decades,

partly because of severe criticisms from
overseas against conventional styles of Japanese
government administration for being overly
opaque and informal. These principles were

embodied into the enactment of the
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Administrative Procedure Act in 1993, followed
by the enactment of a Japanese equivalent of
the US Freedom of Information Act (FOIA),
information access statutes®.

As evidence of the effectiveness of remedy in
the public sector, it might be useful to share the
experience of the Japanese multi-track
incentivized mechanism, the Review Board
framework as an ADR-type for remedy, in
addition to judicial remedy, covering a wide
range of appeals under the FOIA and information
privacy statutes in the public sector, not even
exempting “designated state secret’ materials®.

A disposition by the Review Board is not
binding and only advisory in nature. The

Review Board system is rather designed to

incentivize those who possess a contested

material to make it accessible as much and as
expediently as possible. The system operates
through several means including allocation of a
burden of proof, fee-setting, and open reason-
giving on the Internet.

Japan's  complex multi-track  remedy
mechanism suffers from its own downside of
being invisible and underused, both from
overseas and within the country. Nevertheless,
combined information access rights, provided by
the Japanese FOIA and public-sector information
privacy statutes, enable any FOIA disclosure
requester or any data subject to seek remedy
beyond national borders, without high litigation
costs. This kind of global reach of the Japanese

information access and privacy laws may be

laudable®®.

5.3 Global information law: The next evolutionary step for Japanese information law?

This system design for access and information
privacy in the public sector is one manifestation
of the underlying conceptualization of
“information law”, which lays down basic
principles and design mechanisms for
enforcement and remedy to provide more
comprehensive and effective solutions to far
reaching and diverse information-related legal
issues which crosscut traditional fields of law®.
Therefore, a concept of information law has
been built upon to cover a broad set of values
for civil rights and liberties, and any newly
emerged form of democratic values as laid out

generously in the post-World War II Constitution
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of Japan, including privacy?. The basis of this
concept is the social perception of the word,
“information” in Japan which is intricately
woven with ideas, thoughts, and meanings in a
different way from “data” or “knowledge”, as
mentioned in section 2 of this article. As the
nature of information is in dynamic flow, rather
than static stocks, information law would have
to embrace changes if it is to serve in globalized
societies.

In a descriptive sense, there is no statute
titled “Joho-ho" (information law) in Japan.
“Information law” is often defined concisely

and broadly as a field of “laws relating to the
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production, distribution and consumption of
information™. In its essence, information law
developed in Japan is the art of illuminating
what we value today and tomorrow and
designing legal instruments to embody it.
Whether or not such recent endeavors for a

global law can meet the challenges presented by

the unprecedented scale of systemic power

imbalance problems we are witnessing amid the
COVID-19 crisis - in particular, shifting the
undue burden away from those who are most
vulnerable in this globalized society - depends
on how we can infuse normative content into
the law attractive enough to all stakeholders,

wherever they may be.
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How can we know, assess, and verify the unprecedented benefits and risks brought by innovative
cyber-physical hybrid technologies, and make laws to meet new challenges in balancing tradeoffs
especially relating to civil rights and liberties such as free speech, privacy, data protection, national
security, and secret surveillance? What lessons, if any, can be drawn from the Japanese experience

from a comparative law perspective?

To celebrate the 100th issue of the Journal of Information Studies, whose first issue was published
in 1952, this article honors a founding frontier spirit of this journal in responding to new challenges

emerging with the latest technologies of the time.

This article aims to clarify a strand of intriguing recent phenomena in global data governance,
which might be broadly conceived as the rise of “global information law” . It investigates the global
reach of domestic and regional laws that govern transborder flows of data and information. It

proceeds with the following four steps.

First, this article starts with terminology of key terms, in particular, “information” , which has a
connotation of a dynamic “flow” or circulation and underlies the conceptualization of “information
law” in Japan in response to the so-called “informatization” of society roughly since the 1960s.

Second, it reviews some cases on power struggles relating to transborder data flows, privacy, data
protection, national security, and online intermediaries and platforms from comparative perspectives
on laws of the United States, of the European Union, and of Japan. These cases highlight the
increasing role of online intermediaries and platforms in US government secret surveillance, and
concomitant EU judicial and legislative moves to extend the global reach of laws relating to privacy

and data protection beyond borders.

* Professor of Information Law and Policy, Interfaculty Initiative in Information Studies, Graduate School of Interdisciplinary
Information Studies, The University of Tokyo
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Third, this article points out another line of recent legislative proposals pertaining to such global
reach of the EU laws, which lean toward a more expanding scope of platform regulations. It also
takes up “black box” issues of algorithmic decision-making systems in the public sector.

Fourth and lastly, it concludes by discussing the potential global reach of Japanese information law
as a way of illuminating what we value beyond borders today and tomorrow - a matter requiring

further investigation in today's globally connected societies.
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